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Agenda ● History

● CVSS Scoring

● Prior System Pitfalls

● OEP-60 & ✨Security WG✨ 

○ Github Security Advisories

○ Coordinated Disclosures

○ Maintainer Responsibilities

● Proactive Security Work
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What is a security vulnerability?

A vulnerability is a hole or a weakness in the 
application, that allows an attacker to cause 
harm to the stakeholders of an application.

—OWASP

https://owasp.org/www-community/vulnerabilities/
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What is a security vulnerability?

1. Broken access control
How public should this be?

2. Cryptographic failures
Should this be encrypted?

3. Injection
Is user input validated?

4. Insecure design
How can this be abused?

5. Security misconfig
What is on by default?

6. Outdated components
How to keep this up-to-date?

7. Auth failures
Is it hard to cheat auth?

8. Integrity failures
Who is trusted and why?

9. Observability failures
Is it easy to observe my app?

10. URL forgeries
Can I trust my URLs?

Source

https://owasp.org/Top10


Who sends security-related emails?

45%
by maintainers

~70
issues per year

Other reporters include:

governments

security labs

security researchers

operators

(and you!)



Previously on SWG…



Previously on SWG…

●             handled all security issues
● Fixes were made by teams internal to edX
● Patches were published to a small group first and then made public.

security@edx.org



Email
security@edx.org

Score
CVSS Calculator

Clone
to team backlog

Previously on SWG…

“Security scoring as a service”



CVSS Scoring



CVSS -> Severity

Severity Score

None 0.0

Low 0.1 - 3.9

Medium 4.0 - 6.9

High 7.0 - 8.9

Critical 9.0 - 10.0





An XSS Vulnerability in the Wiki



Session_id Cookie Not marked Secure



Session Cookie not expiring at Logout



Previously on SWG…

there were some issues…



Previously on SWG…there were some issues…

● Notification was complicated
○ security-notifications@edx.org
○ git patches
○ Different for different repos

mailto:security-notifications@edx.org


Previously on SWG…there were some issues…

● edX/2U didn’t always have the experts.
○ Expertise lived across the community
○ Experts had left



Previously on SWG…there were some issues…

● Not all Open edX deployments are 
the same
○ Different critical services
○ Different features enabled
○ Different security vulnerability 

surface area



OEP-60



Introducing the Open edX 
Security Working Group!
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SWG Responsibilities

🚑
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SWG Responsibilities

🚑
Triage open source vulnerabilities

🧐
Advise maintainers on security matters

🛠
Work on proactive security measures



Security Release Process

Coordinated DisclosuresGitHub Security Advisories → 



GitHub Security 
Advisories



GitHub Security Advisories

● Reduce complexities for security fixes
○ Avoids the intricacies that were part of the 2U internal private release process
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GitHub Security Advisories

● Reduce complexities for security fixes
○ Avoids the intricacies that were part of the 2U internal private release process

● Provide collaborative, private environment
○ Allows vulnerabilities to be discussed and patched prior to release
○ Any maintainer can resolve a vulnerability

● Consistent across repositories
○ Any vulnerability in any repository can now be fixed
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Important to Note
● Only repository admins can

○ Create a security advisory
○ Create a private fork
○ Add collaborators
○ Merge a PR
○ Publish a security advisory
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○ … within 2 hours!
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Important to Note
● Only repository admins can

○ Create a security advisory
○ Create a private fork
○ Add collaborators
○ Merge a PR
○ Publish a security advisory

● Once a private fork has been merged
○ Publish the security advisory
○ Add reply to the security announcement post on discuss.openedx.org
○ … within 2 hours!

● Additional info on security advisories can be found on GitHub

https://discuss.openedx.org/
https://docs.github.com/en/code-security/security-advisories/repository-security-advisories/about-repository-security-advisories


Coordinated Disclosure 
Process



📢  Security Announcements
Now in Discourse

��

��

https://discuss.openedx.org/c/announcements/security/19


🤝 Coordinated Disclosure Process



🕹  Operator Q&A
Find it in Confluence

��

https://openedx.atlassian.net/wiki/spaces/COMM/pages/3631513638/For+operators


👷 For Maintainers
Maintainer Runbook

https://openedx.atlassian.net/wiki/spaces/COMM/pages/3630923873/For+maintainers


📋 Maintainer Responsibilities
● Notify security@openedx.org if a security vulnerability is found

● Resolve disclosed security vulnerabilities
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Proactive Security Work



Collaboration

● Transition from 2U internal SWG to Open edX SWG

● Coordinate with other WGs

○ Outline process for updating dependencies

○ Advise on best practices

● "Spot the Vuln" puzzle hunt



Process Improvements

● Annual security survey

● Standardize GitHub security config

● Make & improve runbooks



Technology Improvements

● Better visibility for supply chain security issues

● Adding security suites to GitHub CI

… and more!



Get Involved!

If you …

● Want to join the Security WG…
● Find a security vulnerability…
● Have questions about fixing vulnerabilities…
● Want to help fix vulnerabilities…
● Have ideas of how to better fix security vulnerabilities…

Email security@openedx.org !

We’d love to hear from you.
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Thank you!

Questions?
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✉ security@openedx.org

💬 #wg-security (disclosures by email)

📚 Learn more about OEP-60

💻 See what we’re doing on GitHub

✍ Find us on Confluence

mailto:security@openedx.org
https://openedx.slack.com/archives/C04K52DLEKA
https://github.com/openedx/open-edx-proposals/blob/master/oeps/processes/oep-0060-proc-sec-group.rst
https://github.com/orgs/openedx/projects/45/views/1
https://openedx.atlassian.net/wiki/spaces/COMM/pages/3624108053/Security+Working+Group

